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Lenovo ThinkShield Solutions

Comprehensive protection for small
and midsized businesses

Cybercrime is on the rise—and businesses, especially SMBs, are feeling the impact. With threat
levels continuing to escalate, companies are focusing in on their cybersecurity investments.
Lenovo ThinkShield is your single partner to provide the right hardware, software, and
services to ensure your business is protected.

plan to invest more
in cybersecurity,
with an average
budget increase of
19%'

of SMBs report
cybersecurity as
critical or very
important.

83%

of SMBs were
victims of a 9 6 0/
cyberattack in (o)

2023.2

of all security
breaches take
place due to
human error.

61%

1 https://www.connectwise.com/resources/smb-research-2022
2 https://www.blackfog.com/smbs-were-victims-cyberattack/
3 Source: https://cybeready.com/security-culture/top-6-security-challengesof-smes-small-to-medium-enterprises



Lenovo ThinkShield Solutions
Total defense for every business

Lenovo ThinkShield Solutions are top-tier comprehensive security offerings, including Al-driven advanced
threat detection, ransomware and data protection, USB device-based threat protection, and more. As a
trusted global technology partner, Lenovo simplifies your protection by providing all the products and
services you need—all in one place.

Plus, Lenovo has teamed up with best-in-industry partners to deliver unparalleled cybersecurity expertise
and support at every level.
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Lenovo ThinkShield.
One partner, total protection.
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Safeguard your Ensure end-to-end Boost efficiency with Stay on budget with Ensure compliance
assets, prevent costly protection to address automated protection tailored plans to with simplified
breaches & minimize cyberthreats at from Al-powered meet your specific regulatory

downtime. multiple levels. solutions. business needs. management.

ThinkShield Solutions vs. Multiple Individual Vendors

Lenovo Individual
ThinkShield Solutions Vendors

Employee 1-2 employees for management 3-5 employees for procurement, testing,
Requirements and deployment

Integration Seamless integration with unified management Potential integration issues between
different solutions

Maintenance Simplified maintenance with a single vendor Complex maintenance with multiple vendors

Scalability Easier to scale with a single solution More challenging to scale due to disparate
systems

Renewal Costs Typically lower due to bundled pricing Higher due to multiple renewals and
potential price increases

Renewal Time Streamlined with a single contract Time-consuming with multiple contracts
and negotiations

Expertise Knowledge across multiple domains of Fragmented expertise with limited unified
cybersecurity solutions experience
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Lenovo ThinkShield Solutions offer defense at
every level, with every purchase.

Our expertise, global presence, and security professionals provide reliable solutions to defend your
business without compromising end-user productivity. Our essential solutions come standard and
available with select Lenovo notebooks and PCs, so you can confidently equip your workforce.

Standard Solutions

Lenovo ThinkShield Essential

® ® ® ® @

Match-on-Chip
Fingerprint
Reader?

ThinkShield Firmware
Build Assure?3 Assurance3

Firmware ThinkShield
Resiliency’ Security Chip'

Now, you can choose from our new subscription-based add-on solutions, ThinkShield Core
and ThinkShield Pro, which elevate business protection with Al-accelerated solutions and
OS-to-cloud cyber-defense.

ThinkShield Pro*

ThinkShield ThinkShield Core

Essential » Recommended for

Below the OS Protection Additional Protection Optimal Protection

- Al-based Ransomware .
Cybersecurity + and Malware Mitigation Endpoint Data USB Threat
Technology Protection Mitigation

Coverge

ThinkShield Extended ThinkShield Data ThinkShield

i Detection & Response
SOIUtlons + (XDR Control) P Defense Select Hardware Defense

1Standard security features on selected Lenovo commercial notebooks
2 Available on selected Lenovo commercial PCs
3 Requires activation

* Available with select Lenovo hardware devices through authorized
Lenovo partners. Standalone availability to be determined. Please check
with your ThinkShield sales team for more information.




Explore the latest security offerings from Lenovo
ThinkShield Solutions.

THINKSHIELD XDR THINKSHIELD DATA THINKSHIELD
CONTROL DEFENSE SELECT HARDWARE DEFENSE
POWERED BY POWERED BY POWERED BY
< sentinelOne < CIGENT S=PIQ
Al security that augments and ! Single solution with layered e Establish a trusted asset
extends protection, detection, protection defending against inventory
response, and remediation data attacks.

[ Gain unparalleled visibility of

through seamless integrations * Stop ransomware your IT, OT & loT assets

across attack surfaces.
e Hide and encrypt data ¢ Get up-to-date intelligence on

Red o * Prevent unauthorized access A el Ve Ebl Lies
SO O » USB device-based threat
*Increases control over devices protection

Trust Lenovo ThinkShield Solutions for the end-to-end
security of your small or midsized business.

» Improves compliance

Ready for a demo?

Connect with your local Lenovo representative
to discover how ThinkShield Solutions can enhance
your SMB's security posture.

Contact your Connection Account Team for more information.

Connection Business Solutions Enterprise Solutions Public Sector Solutions
I 1.800.800.0014 1.800.369.1047 1.800.800.0019
we solve IT

www.connection.com/Lenovo
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